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BSA Technology Patent Registration (8 Countries)
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China SingaporeJapan United�Kingdom

Malaysia USATaiwanRep.�of�Korea



Quality�Control Copyright�Registration Certificate�of�Excellence
in�Technology�Awards

Software�Quality CCRA KOIST

Main-Biz Inno-BizOIC-CERT�GLOBAL�CYBERSECURITY�AWARD�2021 Venture�Business

BSA Certificates
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Evolution of Authentication
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Conventional Authentication Process
Conventional authentication has a complex process while being safe, providing convenience can result in lower security
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Conventional�authentication process�(��5��steps�)
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BSA�authentication�process�(3�steps�)

Select secondary 
authentication (MFA)

Authentication 
completed

Enter ID

Conventional vs BSA Authentication Process
Passwordless BSA provides simplicity & convenience through processing in the system, and it does not compromise safety and security
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Authentication
Completed

Enter ID

Biometric Information
Date and Time
IP Information
.
.
.

Biometric 
Authentication

BSA’s multiple identifier 
random combinations and 

multiple distributed validation 
technologies and it maximizes 

the security of the user 
authentication process. 

BSA's secure authentication 
process utilizes non-repudiation 

information retained after 
completion.

BSA Non-Repudiation Authentication Process
Non-Repudiation : Security technology that prevents denial of facts by proving the fact after sending or 
exchanging messages or after communication or processing is executed
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1 Authentication�Request 2 Additional�Authentication�Options 3 Authentication�completed

NOTE: Enhancing both convenience and security with additional authentication 
options, including MFA, blockchain verification, and passwordless methods.

BSA Authentication Process
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BSA Authentication Process
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BSA’s Core Technologies

BSA User
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Public DLT Network
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Channel Node Channel
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Node
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Block Block Block

Block Block Block

Kernel Chain Core

Multiple Identifier Random Combination (MIRC)
Extract multiple unique identifiers from users’ mobile devices
to create unhackable unique key.

One Time Security Key (OTSK)
BSA used one time security key for blockchain for blockchain
channel, block and instances to eliminate a single point of forgery
during authentication process. OTSK is 100% volatile and unhackable.

Multiple Distributed Validation (MDV)
BSA implemented multilateral distributed verification technology
based on its Kernel chain which is unique to maximize security level

New global authentication ecosystem for individuals and
corporation. Fast, easy, and strong security authentication service.
Hybrid blockchain service independent technology



Multiple Identifier Random Combination (MIRC)

01
Pass the unique identifier of the 
user's mobile device to the 
BSA server

02
Randomly extract a unique 
identifier  of user device from 
the server

03
Combining location, ownership, 
device identifiers, and 
knowledge-based information

04
Generate a one-time security key 
(OTSK) for secure authentication
 without password

Mobile number
01012345678

UUID
00000000-7849-064
-f202-3db11c503a2e

MAC Address
50:77:05:3F:81:49

Bluetooth Address
02:00:00:00:00:00

Wi-Fi 
FNS iptime

Proximity Sensor
8

Light Sensor
990

Geomagnetic Sensor
13|52|-39

Sound sensor
15|11|0|0|0|0|4

Extract multiple unique identifiers from users’ mobile devices to create unhackable unique key.
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One Time Security Key (OTSK)

1st Key Generation

STEP 01

Key generation
Generating 300+ numeral 
security key

STEP 02

Encryption
Encrypt of the security 
key generated at Step 1

2nd Key Generation

STEP 03

Key generation
Abstracting security key 
generated at Step 2

STEP 04

Encryption
Re-encrypt of the 
abstracted secure key 
generated at Step 3

3rd Key Generation

STEP 05

Key generation
Merging the encrypted 
security keys generated at 
Step 2 and Step 4

STEP 06

Encryption
Re-encryption of the 
secure key merged at Step 
5

BSA used one time security key for blockchain for blockchain channel, block and instances to eliminate a single point of forgery during authentication 

process. OTSK is 100% volatile and unhackable.
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Multiple Distributed Validation (MDV)
BSA applies multiple distributed verification technologies to its own KNChain to maximize security levels

Validation�Network

Company�System
(�Workplace�Portal�/�Platform�/�
Banking�System�/�Etc.)�

User�Login�Request

User�Access

Validation�Network

Va
lid
at
io
n�
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k Validation�Netw
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Hybrid Blockchain
Public Blockchain

Network�configured�to�maximize�advantages�of�public�
and�private�blockchain
Provides�key�features�such�as�security,�immutability,�
transparency,�and�decentralization
User�anonymity�is�limited,�but�public�anonymity�is�
maintained,�so�no�one�outside�the�network�knows�the�
blockchain�user

• Network�configuration�with�restricted�
access�limited�which�allowed�only�
designated�user�to�participate�

• Mainly�used�by�banks�and�public�
institutions

• It�operates�with�a�limited�number�of�
nodes,�allowing�only�authorized�users�
to�participate�as�nodes,�unlike�public�
blockchains.

• A�Private�Blockchain�is�integrated�into�
the�core�authentication�processing�
area�of�a�Public�Blockchain�to�
enhance�security�in�the�
authentication�processing�domain.

ㅑ

Private Blockchain

Hybrid Blockchain – Kernel Chain
New global authentication ecosystem for individuals and corporation. Fast, easy, and strong secure authentication service.

Hybrid blockchain service independent technology

+

BSA Application layer 

• Network�configuration�in�the�form�of�
voluntary�and�unrestricted�
participation.

• Open�blockchain�(public�blockchain).
• Individual�devices�such�as�computers�
and�mobile�phones�that�participate�in�
the�network�are�called�nodes.

• Free�participation�and�open�
technology�to�all�user.
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Safety (top-level)
Ensuring the same security level as financial authentication.

(However, in the case of financial authentication, 

it is less secure when using conventional authentication.)

100%

Estimated time
Less time required by a one-fourth compared to financial 

authentication.

(Implementation of process automation in 3 out of 5 steps)

25%

Management costs
Simplify the process to reduce indirect costs, such as 
customer inconvenience in response.

65%

Computation costs
Reducing infrastructure costs through simplified 

integration processes.

60%

BSA level

Financial Certification level
Benefits of BSA Authentication

"Ensuring the same level of security as financial authentication, as 

validated by the Financial Security Institute, Rep. of Korea (2022.11.30)
Reduce the time required by conducting a total of five stages of 

the Financial Telecommunications & Clearings Institute in two stages

Reduce computational infrastructure costs by implementing traditional 
non-storage methods.

Savings in management costs related to customer inconvenience 
responses required for reissuances, such as password loss or change.



Server – CPU Utilization Server – Memory Utilization

Client – CPU Utilization Client – Memory usage 

BSA GS Authentication (Grade 1) Summary
Performance scenario: Measurements of CPU usage, memory usage, and response time of servers, clients, and smartphones from the time of 
smartphone authentication to the completion of web page login

Smartphone – CPU Utilization Smartphone – Memory usage 

1. Push message sent
2. Smartphone 

authentication 
completed

3. Webpage login

1. Smartphone 
authentication 
completed

2.  Webpage login

1. Push message sent
2. Smartphone 

authentication 
completed

3. Webpage login
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Origin - TTA SW Testing and Certification Laboratory
Test results TGS-B-18-085-GR 

Response time

1. Smartphone 
authentication 
completed

2.  Webpage login

1. Push message sent
2. Smartphone 

authentication 
completed

3. Webpage login

1. Push message sent
2. Smartphone 

authentication 
completed

3. Webpage login



Page. 18

BSA addresses Super App’s Common Challenges
※ Super App: Providing various services such as payment, message delivery and social media in one app

• Eliminate the hassle of multiple authentication agreements by consolidating multiple services into one and increase security 
with a single authentication.

• Improve UI/UX with integration on existing systems for user convenience and maximum security

BSA

• Delivering sophisticated and customized linkage 
services based on users' interests without the 
need for multiple setups or additional 
memberships registration.

• Being connected within a single app allows for 
easy information transfer and access to various 
benefits.

Advantages

• The inconvenience of requiring multiple 
authentication agreements for accessing 
integrated services.

• The complex process of consolidating multiple 
functions within a Super App and managing them 
may introduce security vulnerabilities, increasing 
the risk of potential attacks.

Disadvantages

SU
PE

R
 A

PP
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VS

Saved User Information

• User information stored is susceptible to hacking 
attacks.

• Difficulty managing passwords.
• Increased maintenance costs.

User Information Not Saved

Existing BSA

Comparison of user information management methods

• Deleted after generating a one-time security key 
based on blockchain verification.

• Prevents hacking of user information 
• Reduces maintenance costs.
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BSA’s Current Opportunities

“OIC-CERT�GLOBAL�CYBERSECURITY�AWARD�Prize�Winner”
• OIC-CERT�GLOBAL�CYBERSECURITY�AWARD�is�an�award�recognized�by�governments,�businesses,�institutions,�and�others�in�57�countries.�In�

2021,�the�company�jointly�won�the�grand�prize�with�China's�Huawei.
• The�Abu�Dhabi�Investment�Promotion�Agency�is�discussing�the�establishment�of�VCs�in�the�UAE,�led�by�building�up�relations�with�OIC.

• Signed�a�strategic�partnership�with�ITK.Swiss,�a�Swiss�quantum�cryptography�technology�company.

OIC-CERT�GLOBAL�CYBERSECURITY�AWARD�2021

“Strategic�partnership�with�ITK.Swiss,�a�Swiss�quantum�
cryptography�technology�company.�Jointly�exploring�

regional�markets�such�as�Europe"
”

Signing�Ceremony�in�Geneva,�Switzerland
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BSA’s Current Opportunities

International standardization of BSA technology at ITU SG17      (February 2023)

BSA authentication Sandbox with ITU DFS (Digital Financial 

Security) Lab to provide guidance to regulators in emerging 

economies to adopt the security recommendations for digital 

financial services and mobile payment infrastructures
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Media (Korea)
▼ FNSV’s ‘International Standardization’ challenge for BSA

Economic Review Magazine(18 Feb, 2023)

▼ Hacking free for Super Apps by blockchain based security authentication

Maeil Business Newspaper (#1 Economic Newspaper in Korea 9 May, 2023)
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Media (Malaysia)

▼ MoC between FNSV and Telekom Malaysia ▼ Contract paper for MoC 

Digital News Asia (22 Jan, 2020)

BEBAS News (21 Jan, 2020)



Thank you
Head Office +82-2-303-3885

7th floor, 396, World cup buk-ro Mapo-gu
Seoul, Republic of Korea 
https://www.fnsvalue.co.kr 

Malaysia Branch +603-7732-6027
Unit 3-3A, Oval Damansara, Jalan Damansara

Taman Tun Dr. Ismail, 60000 Kuala Lumpur, Malaysia
http://fnsmalaysia.com 

https://www.fnsvalue.co.kr/
http://fnsmalaysia.com/

